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ABSTRACT

This paper explores the laboratory experiments of new subject introduced to final year students of Mumbai
University. Packet Tracer is helpful for students and instructors to create and simulate computer networks.
Packet Tracer is a simulation based learning environment for networking novices. Also we explore some basic

commands of Ubuntu Linux and ffmpeg related experiments.
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I. INTRODUCTION

Packet Tracer is visual simulation software developed by CISCO Systems to understand and learn concepts of
computer networks. Student gains a lot of confidence by using virtual environment, so they are not facing
difficulty in working with real-time environment. In Packet Tracer there is a facility of drag and drop various
networking devices such as routers, switches, PCs etc. Students easily troubleshoot network failure problems in
real-time. In this paper, student gains the knowledge of installation and configuration of DHCP, DNS, Email,
FTP server and VOIP telephony with Packet Tracer. Ubuntu is a Linux operating system. It is available in 32-bit
and 64-bit version. Student gains knowledge of basic commands used for create, delete, move, rename file /
folder and find file / folder. And also commands related to ping and see the IP configuration of network. We are
using Cisco Packet Tracer Student version: 6.1 and Ubuntu Linux 15.10. Both are free and easily available on
the internet.

This paper is divided into 5 sections; Section 1 begins with an introduction of Packet Tracer and Ubuntu Linux
and its experiments, Features of Packet Tracer covered in Section 2, Section 3 covers various features of Ubuntu

Linux, Lab Experiments discusses in Section 4 and Sections 5 concludes teaching and students experience.
1. FEATURES OF PACKET TRACER

Packet Tracer helps the student to experiment with network behaviour and construct models. Packet Tracer is a
simulation and visualization tool for teaching networking. It is an open-source software which can be
downloaded free of cost from the internet.

Minimum System Requirements:

v" CPU: Intel Pentium 4, 2.53 GHz or equivalent
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v" 0OS: Microsoft Windows XP or Ubuntu 12.04

v" RAM: 512 MB Free

v Storage: 280 MB Free disk space

There are two types of workspaces: Logical and Physical workspace. Logical Work-space: It allows users to
build logical network topologies and various devices can be dragged and dropped to logical workspace. Physical
work-space: It allows a user to create a network, the way as it would look in real world, and has the capability of
geographical representation, where different networking devices can be shown as connected at different
locations of the city.

There are two type of modes Real-time mode and Simulation mode. Real-time mode: The devices in a network
behave as real devices do and look similar to real devices. Simulation Mode: In this mode, a student can see and

control time intervals, to learn how to troubleshoot network failures.
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Fig.1 Packet Tracer Workspace
In Packet tracer, various networking devices such as Routers, Switches, Hubs, Wireless devices, End devices are
available; End devices like PC, Server, Printer, IP Phone, VOIP Phone etc. Two or more devices are connected

various type of cables such as Copper straight-through, Copper cross-over, Fiber, Phone, Coaxial, Serial DCE,

Serial DTE, Octal, Console etc. shown in the table below.
Table 1 Types of cables to connect PC, Switch & Router g* _____ "'%,
Devices Cable %—o— —————— -~
Pc to Pc Cross-Over Cable 5 i
Pc to Router Cross-Over Cable = s
Pc to Switch Straight Cable ":"*"?
Switch to Router Straight Cable e -
Router to Router Cross-Over Cable — —
Fig.2 Cables connection between PC, Switch &
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Packet Tracer has user friendly Command Line Interface (CLI). There are basic modes of a router, which are
recognized by the symbols shown in the table below.
Table 2 Basic modes of a Router

Devices Cable
User Mode Router>
Privilege Mode Router#
Global Configuration Mode Router(config)#
Interface Configuration Mode Router(config-if)#
Line Configuration Mode Router(config-line)#

I11. FEATURES OF UBUNTU LINUX

Ubuntu is open-source linux operating system for personal computers, smartphones and network servers.
Minimum System Requirements:

CPU: Intel Pentium 4, 1 GHz or equivalent

RAM: 1 GB

Storage: 5 GB of disk space (at least 15 GB is recommended)

Video support capable of 1024*768 resolution

Audio support

AN N N SR

An internet connection
The Ubuntu desktop is based on the concept of graphical user interface (GUI); i.e. use mouse to navigate the

desktop, open applications, move files/folders and perform most other tasks.

Ubuntu Desktop 3 2 @) 10:15AM I

Click here to search files or folders

Click here to access files or folders

Click here to browse the internet

Click here to use terminal

Click here to change system settings

Fig.3 Ubuntu Desktop
The Ubuntu desktop consists of Menu Bar located at the top of desktop and Launcher vertically-oriented at the

far left of desktop as shown in Fig.3. Network indicator, Bluetooth, Sound indicator, Clock and Session
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indicator located at the right side of Menu Bar. To run an application from the Launcher, click on the

application’s icon.

IV. LABORATORY EXPERIMENTS

Now focuses on Laboratory experiments performed in Packet Tracer and Ubuntu Linux. List of experiments as:

Table 3 List of Laboratory Experiments

Sr. Name of Experiments Sr. Name of Experiments

No. No.

4.1 | Installation and configuration of DHCP Server | 4.5 | Ubuntu Linux basic commands

4.2 | Installation and configuration of DNS Server 4.6 | Multimedia handling using ffmpeg in

Ubuntu Linux

4.3 | Installation and configuration of Email Server 4.7 | Installation and configuration of VOIP
(SMTP + POP) Telephony

4.4 | Installation and configuration of FTP Server

Experiments no. 4.1 to 4.4 and 4.7 are performed in Packet Tracer; 4.5 and 4.6 are performed in Ubuntu Linux.

4.1 Installation and configuration of DHCP (Dynamic Host Configuration Protocol) Server

DHCP SERVER CONFIGURATION

PC1

el )
PC-PT
PC2

Fig.4 DHCP Server configuration

Step 1) Place the devices and make the connections as shown in above fig.4.
Step 2) Click on Router0 - CLI Tab; then it will prompt as:

Step 3) Type commands as follows for Router0 configuration:

--- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]:

Type no and press Enter key. Then it will give prompt as:

Router>

Router> enable

Router# configure terminal
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Router(config)# host R1
R1(config)# interface FastEthernet0/0

R1(config-if)# ip address 192.168.10.1 255.255.255.0

R1(config-if)# no shutdown
R1(config-if)# exit
R1(config)# ip dhcp pool IP10

R1(dhcp-config)# network 192.168.10.0 255.255.255.0

R1(dhcp-config)# default 192.168.10.1
R1(dhcp-config)# exit

R1(config)# ip dhcp exc 192.168.10.1 192.168.10.10

R1(config)# exit

R1# copy running-config startup-config
R1# show running-config

R1# exit
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In the Step 3, configure router and name as R1, assigned IP address as 192.168.10.1 and this router is serves as
DHCP with excluding IP addresses from 192.168.10.1 to 192.168.10.10.

Step 4) Click on PCO - Desktop = IP Configuration

Select DHCP. It automatically assigns IP address as 192.168.10.11

Repeat the same step for remaining PC1 and PC2. It automatically assigns IP addresses as

192.168.10.12 and 192.168.10.13 respectively.

* copy running-config startup-config (copy run start) : This command will save the currently modified

configuration in RAM; show running-config (sh run) : This command shows the router, switch or firewall’s

current configuration.

4.2 Installation and configuration of DNS (Domain Name System) Server

DNS SERVER CONFIGURATION

192,168.10.1

—~—~
—

et

Routkr-PT

Ro Ie ro

553

29%4gﬂ
prvitch
192.168.10.254
192.168.10.2 . >

-

—
PC-PT
PCO

Server-PT
Server0

Fig.5 DNS Server configuration

Step 1) Place the devices and make the connections as shown in above fig.5.

Step 2) Router Configuration commands:

Router> enable
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Router# configure terminal
Router(config)# interface FastEthernet0/0
Router(config-if)# ip address 192.168.10.1 255.255.255.0
Router(config-if)# no shutdown
Step 3) Click on PC0O = Desktop = IP Configuration
Type IP Address: 192.168.10.2 and Default Gateway: 192.168.10.1
Step 4) Click on Server0 = Desktop = IP Configuration
Type IP Address: 192.168.10.254 and Default Gateway: 192.168.10.1
Click on Server0 - Services > DNS
Select DNS Service - On, Type Name: www.google.com Address: 192.168.10.254
Click on Add button to add a Resource Record.
Step 5) Click on PCO - Desktop - Web Browser
Type www.google.com and click on Go button. It will show default page of cisco.
* We can do changes in the default page by changing HTML code from HTTP services of ServerQ.

4.3 Installation and configuration of Email Server (SMTP + POP)

EMAIL SERVER (SMTP + POP) CONFIGURATION

192.168.10.3 192.168,10.4
DHCP SERVER DNS SERVER
192,168.10.1 192.168.10.2 MAIL SERVER MAIL SERVER
gmail.com hotmail.com
Server®T Sgrver-PT
Server erverl Server<{T Server-PT
Server. erver3

192.168.10.5 192.168.10.6  192.168.10.7 192.168.10.8

'd
~:.'/I: Py P Lt ——FE‘F;T‘
PC-PT PC-PT PC-PT
PCO PC1 PC2 PC3
sachin@gmail.com sahil@hotmail.com rahul@gmail.com rakesh@hotmail.com

Fig.6 EMAIL Server configuration
Step 1) Place the devices and make the connections as shown in above fig.6.
Step 2) We consider two mail servers namely gmail.com and hotmail.com, each domain having two users; sachin
and rahul in gmail.com and sahil and rakesh in hotmail.com
Step 3) Now we start configuration of DHCP Server, Click on Server0 - Desktop = IP Configuration
Type IP Address: 192.168.10.1 and DNS Server: 192.168.10.2
Then click on Tab Services > DHCP, type DNS Server: 192.168.10.2
Select On option of Service and click Save button.
Step 4) Now we start configuration of DNS Server, Click on Serverl > Desktop = IP Configuration
Select DHCP option, requesting IP address and then automatically assigns IP address as 192.168.10.2
Message displays as DHCP request successful.
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Step 5) Repeat step 4 for remaining devices except switches. So, it automatically assigns IP address to
each device by requesting IP address from DHCP server.

Step 6) Again go to DNS server - Services, Type Name: gmail.com and Address: 192.168.10.3 as Server2’s IP
Address, then click Add button, it will add the record in its list. Then Type Name: hotmail.com and
Address: 192.168.10.4 as Server3’ IP Address, click Add button.

Step 7) Add gmail.com users in gmail server and hotmail.com users in hotmail.com.

Click on Server2 > Services = Email Note that SMTP and POP3 Service should be On.
Type Domain Name: gmail.com click Set button. Then User: sachin Password: sachin123 and click ‘+’
Button, it will add the user. User: rahul Password: rahul123 and click ‘+> Button.

Step 8) Repeat step 7 for hotmail server, add users sahil and rakesh; set password as sahil123 and rakesh123
respectively.

Step 9) Now configure account from client side.

Click on PCO - Desktop > Email - Configure Mail
Type Your Name: Sachin, Email Address: sachin@gmail.com , set gmail.com as Incoming & Outgoing

Mail Server, User Name: sachin, password: sachin123 And click save button.
Step 10) Repeat step 9 for PC1, PC2, PC3 and configure Mail account for respective users as shown in fig.6.
Step 11) Now check mail server by sending mail from one client to other. First send mail from
sachin@gmail.com to rahul@gmail.com
Click on PCO - Desktop > Email > Compose
Type rahul@gmail.com in To field and type some text in Subject and Body fields. And click Send

button to send the message to rahul@gmail.com.

Step 12) Now check the received mail.
Click on PC2 - Desktop - Email - Receive

It will display message came from PCO (sachin@gmail.com)

* Same you can check mail server by sending mail from gmail.com to hotmail.com.

4.4 Installation and configuration of FTP (File Transfer Protocol) Server

FTP Server Configuration

192.168.1.2

Laptop-PT 192.168.1.1
Laptop0 )
~ <
#2950-24
192.168.1.3 Switch0 Server-PT
D,v, FTP SERVER
Jem—

—
PC-PT
PCO

Fig.7 FTP Server configuration
Step 1) Place the devices and make the connections as shown in above fig.7.
Step 2) Now we start configuration of FTP Server, Click on Server-PT - Desktop = IP Configuration
Type IP Address: 192.168.1.1, Then Click on Server-PT - Services > FTP

Service should be On. Then type Username: extc Password: extc123
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Select all options of Write, Read, Delete, Rename, List and click Add button. That means we are giving
all rights of accessing file/folder to user extc.
Step 3) Assigns IP address to Laptop0 and PCO as 192.168.1.2 and 192.168.1.3 respectively.
Step 4) Check FTP server ready or not from Laptop0.
Click on Laptop0 - Desktop - Command Prompt and type commands as follows:
PC> ftp 192.168.1.1 It will prompt for username, type ‘extc’ as username and ‘extc123’ as password.
It successfully Logged in FTP server and display prompt as ftp>
ftp> help
It will display all commands such as ?, cd, delete, dir, get, help, passive, put, pwd, quit, rename.
Step 5) Now test ftp server for uploading and downloading a file. First check files on PC and FTP server.
Click on PCO - Desktop > Command Prompt and type commands as follows:
PC> dir It will display file sampleFile.txt
PC>ftp 192.168.1.1 type username and password same as in step 4.
ftp> dir It will display all files of extension .bin

ftp> put sampleFile.txt It will copy sampleFile.txt from client (PCO) to ftp server

ftp> dir It will display all files of extension .bin along with sampleFile.txt file
ftp> rename sampleFile.txt readme.txt It will rename file to readme.txt
ftp> get readme.txt It will copy readme.txt from ftp server to Client (PCO).

* get command is used to copy file from server to client (uploading a file).

put command is used to copy file from client to server (downloading a file).

4.5 Ubuntu Linux basic commands
To learn basic commands of Ubuntu Linux start Terminal window; click on Terminal of Launcher as shown in
fig.3. Some basic commands as shown in below table 4.

Table 4 Basic commands of Ubuntu Linux

$ls Displays list of files & directory $ mkdir Create new directory named folderl
folderl

$ls-l Displays formatted list of all files & directory | $ sudo mkdir | Create new directory named folderl
folderl with super user rights

$ls-t Displays time-wise listing $ mv dirl Rename directory named dirl to dir2
dir2

$Is *.txt Displays all files with .txt extension $ mv dirl/ Move folder dirl to folder dir2
dir2/

$ls-a Displays all files including hidden files and $cp-adir3/ Copy folder dir3 to dir2

directories dir2/

$man s Display all available options of Is command $mv filel.txt | Move filel.txt file to folder dirl
dirl/

~$ pwd Displays present working directory $ cp file2.txt Copy file2.txt file to folder dirl
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:/$ - root directory of all users dirl/
:~$ - home directory of current user
:~$ cd Desktop | Move into subdirectory Desktop $rmdirl Remove dirl
$ touch filel.txt | Create new empty file named filel.txt $ del filel.txt | Delete filel.txt file
$ cat filel.txt View file contents $ sudo del Delete filel.txt file with super user
file2.txt rights
$ gedit filel.txt | Open GUI editor with file contents $ del *.tmp Delete files of .tmp extension
$ date Displays current date and time $ sudo Ishw — | Save details of system hardware into
htmI>hw.html | html file
$ sudo date —set Update date/time after system reboot $ sudo Shutdown system
“01 May 2016 poweroff
01:00:00”
$ sudo Ishw Displays details of system hardware $ sudo reboot | Restart system

$ ping google.com

Ping host continuously until stop by
CTRL+C to exit

$ ifconfig

Get IP address and active interface

details

$ ping 192.168.10.1

$ clear

Ping to specific IP address

clear console (terminal) screen

$ exit

Close the terminal window

$ ifconfig eth0

$ sudo apt-get
install ffmpeg

Get details of specific interface

Install ffmpeg package

4.6 Multimedia handling using ffmpeg in Ubuntu Linux

FFmpeg is a freeware project that produces libraries and programs for handling multimedia data. FFmpeg
command line program for transcoding multimedia file. We handled multimedia files like .jpg pictures files and
.mpg video file. Turn on internet and install FFmpeg package by command: $ sudo apt-get install ffmpeg

We encode single pictures into movie file. First rename pictures to follow numerical sequence. For example
imgl.jpg, img2.jpg, img3.jpg..... And run the following command:

ffmpeg -f image2 -i img%d.Jjpg /tmp/a.mpg

Note that ‘%d’ is replaced by the image number.

This encodes all .jpg files into a.mpg video file.

Now, we encode movie into single pictures. The movie.mpg used as input will be converted to moviel.jpg,
movie2.jpg, etc... Run the following command:

ffmpeg -i movie.mpg movie%d.jpg
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4.7 Installation and configuration of VOIP (Voice over Internet Protocol) Telephony
VOIP is a methodology used to deliver voice communications and multimedia sessions over Internet Protocol (IP)

networks such as internet.

VOIP Telephony A= 2 EE NN 000

Logical (Root] New Cluster e Object Set Tiled Background Viewport

G & 17 phone - o x

~ —
Physical Config  GUI

2811
Router0

Phone no. 102 Phone no. 103

“Pc-pT Pc-pT pcpT
PCO PC1 PC2 e,
Fig. 8 VOIP Telephony Configuration Fig. 9 Calling from Phone no.101 to 102 using VOIP Telephony
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Step 2) Create VLAN’s; VLAN10 ->Data, VLAN20 - Voice, VLAN99 > Management
Click on Switch 0 - CLI and type following commands
Switch>enable
Switch#configure t

Switch(config)#host S1
S1(config)#int vlan 99

S1(config)#vlan 10 L
) S1(config-if)#ip add 192.168.99.10 255.255.255.0
S1(config-vlan)#name Data S1(config-ify#no shut

S1(C6Rfig VR #9lan 20 Phon S1(config-if)#exit
S1(config)#ip default-gateway 192.168.99.1

S1(config-vlan)#name Voice

Si1(config-vlan)#vlan 99 S1(config)#int fa0/1
) S1(config-if)#switchport mode trunk
S1(config-vlan)#name management S1(config-if)#switchport trunk native vlan 99

S1(config-if)#no shut

S1(config-vlan)#exit I .
S1(config-if)#exit

Step 3) To power on the IP Phone, Click on IP Phone0 - Physical
Drag Cisco VOIP Power adapter from bottom right side and attach it to port below RS232 of the phone.
Repeat same step for IP Phonel and IP Phone2.

Step 4) Click on PCO - Desktop, Select DHCP. Repeat same step for PC1 and PC2.

Step 5) Configure access ports; Click on Switch0 ->CLI and type following commands

S1(config)#int range fa0/2-4 S1(config-if-range)#switchport voice vlan 20
- . S1(config-if-range)#no shut
S1(config-if-range)#switchport mode access S1(config-if-range)#exit

S1(config-if-range)#switchport access vlan 10
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Step 6) Configure Router0; Click on Router0 - CLI and type following commands

Router>enable

Router#conf t

Router(config)#host R1

R1(config)#int fa0/0

R1(config-if)#no shut

R1(config-if)#exit

R1(config)#int fa0/0.10

R1(config-subif)#ip add 192.168.10.1 255.255.255.0
R1(config-subif)#encapsulation dot1Q 10
R1(config-subif)#ip add 192.168.10.1 255.255.255.0
R1(config-subif)#no shut

R1(config-subif)#exit

R1(config)#

R1(config)#int fa0/0.20
R1(config-subif)#encapsulation dot1Q 20
R1(config-subif)#ip add 192.168.20.1 255.255.255.0
R1(config-subif)#no shut

R1(config-subif)#exit

R1(config)#int fa0/0.99
R1(config-subif)#encapsulation dot1Q 99 native
R1(config-subif)#ip add 192.168.99.1 255.255.255.0
R1(config-subif)#exit

R1(config)#ip dhcp excluded-address 192.168.10.1
192.168.10.9

R1(config)#ip dhcp excluded-address 192.168.20.1
192.168.20.9

R1(config)#ip dhcp pool Data
R1(dhcp-config)#network 192.168.10.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.10.1
R1(dhcp-config)#exit

R1(config)#ip dhcp pool Voice
R1(dhcp-config)#network 192.168.20.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.20.1
R1(dhcp-config)#option 150 ip 192.168.20.1
R1(dhcp-config)#exit

Step 7) Click on PCO ->Desktop = IP Configuration and check IP address, it will be 192.168.10.12 and
for PC1 and PC2, it will be 192.168.10.10 and 192.168.10.11 resp. Default Gateway: 192.168.10.1.

Step 8) Again configure Router0
R1(config)#telephony-service
R1(config-telephony)#max-dn 3
R1(config-telephony)#max-ephones 3

R1(config-telephony)#ip source-address 192.168.20.1 port 2000

R1(config-telephony)#exit
R1(config)#

R1(config)#ephone-dn 1
R1(config-ephone-dn)#number 101
R1(config-ephone-dn)#exit
R1(config)#

R1(config)#ephone-dn 2
R1(config-ephone-dn)#number 102
R1(config-ephone-dn)#exit
R1(config)#

R1(config)#ephone-dn 3
R1(config-ephone-dn)#number 103
R1(config-ephone-dn)#exit

R1(config)#ephone 1
R1(config-ephone)#type 7960
R1(config-ephone)#button 1:1
R1(config-ephone)#exit
R1(config)#
R1(config)#ephone 2
RZ1(config-ephone)#type 7960
RZ1(config-ephone)#button 1:2
R1(config-ephone)#exit
R1(config)#ephone 3
R1(config-ephone)#type 7960
R1(config-ephone)#button 1:3
R1(config-ephone)#exit
R1(configy#"Z

R1#sh ephone
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R1(config)#

Step 9) Do the Call from VOIP phone no.101 to VOIP phone no.102 as shown in fig.9.
Click on IP Phonel (Phone no.101)-> GUI, Pick up the receiver by clicking on receiver and dial Phone
no.102 from dialling pad. It starts ringing and displays message as Ring out. Then click on IP Phone0 and

pick up the phone by click on receiver and it displays message as ‘connected’ and vice versa.
V. CONCLUSION

There are various benefits of using packet tracer in learning basic concepts of computer networks. Packet tracer
is user friendly and can easily use tool. As a teacher, we are using packet tracer for 2 years to teach Computer
Networks Lab. Packet tracer can also be used to design real networks. Students can’t afford to buy real
equipment because of cost and chances of damage to the real equipment. The findings of this study conclude

that there are benefits of learning computer networks on packet tracer and Ubuntu Linux.
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