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ABSTRACT

With the advancement in the field of Information and Communication Technology, most of the information is
kept in electronic form. The concept of keeping information electronically facilitate the user with easy access,
contradictorily at the same point security of the information is fundamental issue nowadays. “Security” in the
data transfer has been major area of concern in the past few decades and the threat of attack on the security
haunt the both, receiver and sender. In today’s scenario data security is the necessity. There are numerous
encryption method available which can be employed to secure digital information over the network. In this
paper we have given detailed study of digital watermarking and its application for copyright protection in
digital image describing architecture, attributes and algorithms of digital watermarking.
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I. INTRODUCTION

It has been witnessed that the recent growth in the segment of digital technologies accompanied by the growing
inter-related high speed network and diminution in the cost of high performance digital devices have made
distribution of the digital content ,an easy task and most common practice. Beside the enormous potential for
business content suppliers, the threat of effortless illegitimate copying and distribution of the same has been
brought as a result of the development in digital content distribution [7].

Among the solution of the issue concerning illegal copying and distribution of the digital content, promising
solution is what we say it as Digital Rights Management abbreviated as DRM.DRM includes wide range of
access control technologies which control the use, modification as well as distribution of the copyrighted works
[3].DRM improves the hold of the right holder over their intellectual property assets. Due to widespread use of
internet and advancement in the streaming media, the distribution of the digital content over the internet has
effortless. Through DRM, the security and limited circulation of the digital information can be assisted[4].

There are two components in the DRM: 1.group of technologies like authentication, access control, key
management, encryption, and digital watermarking 2.collection of technologies which ensures to convey
copyright permission in ‘right expression languages’ [12].The primary purpose of the DRM systems are to

protect the copyrights. With the DRM systems implementation of the copy restriction is possible[5].
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Copyright protection which are meant to resolve the disputes over the ownership after buying and selling of the
digital content, takes active part in the DRM. There is a need to authenticate the ownership document prior to
the sale of the digital content to the buyer, and to authenticate the buyer as well is the necessary[9].

Illegal copying, modification and distribution of the digital image has become a concern due to development in
the image processing tools. Protection of the digital image has become a prime concern in today’s world of fast
growing internet [10].But the DRM is not accepted universally as opponents of the DRM argues that it detain
the typical use of digital data, which is conventionally legal. Thus DRM is a controversial policy [11].For the
ownership identification of the digital image and copyright protection, the technique of digital watermarking has
been evolved.

The rest of the paper is organized as follows. Section Il describes attributes and classification of digital
watermarking, followed by Section Il in which architecture and algorithms of digital watermarking have been
discussed. In Section IV various previous works in Digital watermarking and its application for copyright

protection hasbeen briefed. Section V gives the conclusion of the study carried out.
I1. DIGITAL WATERMARKING TECHNIQUE

Digital watermarking is defined as a process of embedding the data into the multimedia element such as image,
video and audio data. Protection against illegitimate replication and alteration of digital image is achieved by
use the digital watermarking technique[8].In digital watermarking, the term “digital watermark” has its
importance .and was coined by Andrew Tirkel and Charles Osborne. This is the marker which we embed in
multimedia element like image, video and audio data. In future, for the various purpose like access control,
broadcast monitoring and copyright protection, the digital watermark (embedded data) can be unearthed.
Through certain algorithms we can embed copyright information into the multimedia data, the information may
contain any text with special resemblance,and it can be either image or company logo and so on. The
information embedded in the multimedia content is usually indiscernible, which can be only uncovered through
number of distinct detectors [16].

In digital watermarking the user is allowed to view and access the multimedia content but it limit the user to
make unauthorized use of digital information. This attribute of limiting unauthorized use of the digital content

distinguish digital watermarking from the encryption [21].

2.1 Attributes of digital watermarking

In accordance with the type of application for which we are using digital watermarking the requirement of the
system varies. Robustness, security, verifiability and non-perceptibility are primary characteristics of digital
watermarking. The watermark embedded in the digital data should be robust enough so that it survive even
after many attacks and processing. It should not be recognizable in the multimedia contents or in other words
they should be non-perceptible. Watermarks must achieve the task of providing evident of ownership of
copyright protected content. Watermark information can be extracted and even modified by the authorized user

and thus fulfills the requirement (security and verifiability) of digital watermarking techniques [16].
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2.2 Classification of Digital Watermarking

Digital watermarking can be classified into many aspects depending upon the factor of classification. According
to its attributes it is categorized into fragile watermarking and robust watermarking. Robust watermarking is
used to sign copyright information in digital data and after many attacks it survives to provide the certification.
Unlike robust watermarking, fragile watermarking is sensitive to the change in the signal and state of fragile
watermarking is the indication of number of times data suspects tampering. Another class of digital
watermarking is categorized on the basis of type of media being embedded in the digital data. Thus is divided
into audio watermarking, graphic watermarking, image watermarking, and video watermarking. On the basis of
detection process digital watermarking can be divided into visual watermarking and blind watermarking. Both
visual and blind digital watermarking contradict each other, as original data is desirable during testing sequence
in visual digital watermarking but not in blind digital watermarking. Application field of the visual
watermarking is narrow but that of blind watermarking is widespread. Other class of digital watermarking is
based on its purpose and dispersed into tampering tip watermarking, copyright protection, anti-counterfeiting

watermarking and anonymous mark [16].

I11. ARCHITECTURE OF DIGITAL WATERMARKING SYSTEM

A. Conceptual model of Digital watermarking

Digital watermarking is a technique in by which operating algorithms on the original multimedia content, we
embed special information which indicated the identity of the copyright owner. The process of digital
watermarking can be achieved by practicing two subdivision methods: watermark embedding and watermark
detection and extraction. By watermark embedding we mean to embed watermark, which can be any form of
image, text and so on, to the original digital content. For security purpose and to prevent illegitimate replication
and alteration in the digital content, key can be used. After watermark embedding the process of Watermark

detection and extraction is done to determine either the digital data embeds stated watermark or the same can be

obtained.
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1. Different algorithms in Digital Watermarking
Algorithms of digital watermarking can be categorized in two domain: 1.Spatial domain algorithms 2.

Transform domain algorithms. Fig. 3 gives the hierarchical representation of digital watermarking algorithms.

Digital
Watermarking

Algorithm |

Spatial domain Transform domain

Discrete cosine
transform |

Discrete fourier
transform

Last Significatnt

Bit Patchwork

Discrete wavelet
transform

Texture Mapping
Coding

Figurel Hierarchical representation of digital watermarking algorithms
2. Spatial domain algorithms
In the algorithms which comes under the spatial domain, direct manipulation in the pixel of the original image
itself is done, contradicting the steps in the transform domain. Spatial domain algorithms are prone to malicious
attacks, but are easy to implement, encrypt and decrypt.

a) Least Significant Bit algorithm: Least significant bit (LSB) algorithm is simplest approach in which
information is embedded into the randomly selected bit of the digital image, which ensures that watermark
embedded is invisible. Limitation of the LSB is that it is non robust.

b) Patchwork algorithm: Statistical method which uses redundant pattern encoding to embed message in the
digital image. It survive after numerous malicious attacks and resist lossy compression coding.

c) Texture mapping coding algorithm: For the area with the large number of arbitrary texture image, this
algorithm is considered beneficiary. In this algorithm texture part of the image embed watermark. We can
say that this is most resistive towards the attacks.

1. Transform domain algorithms

In transform domain algorithms the input image is equivalent to the image in the spatial domain and then the
image is decomposed into sine and cosine components. The output obtained after transformation represents
image in the frequency domain. The algorithms of Transform domain are found to be more robust than spatial
domain. After the orthogonal transformation on image, the next step is to embed watermark information in the
image obtained in the transform domain. For the retrieval of the image in the spatial domain, inverse transform
is used. Transform domain methods like Discrete Fourier Transform (DFT), Discrete Cosine Transform (DCT),

and Discrete Wavelet Transform (DWT) are some of the most famous transform domain methods.

IV. APPLICATIONS OF DIGITAL WATERMARKING IN COPYRIGHT PROTECTION OF
DIGITAL IMAGE

There has been an immense area in application of digital watermarking and one of the application of digital
watermarking is copyright protection of digital image. In this paper we have presented brief description of the

work done in the area of application of digital watermarking for copyright protection in digital image.
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Jiang Xuehua [16] has discussed application of digital watermarking technology along with the application for
protecting copyright by using DCT algorithm and concluded that DCT based watermark can endure wide range
of image processing and resist malicious attacks and compression.

DragosN and Radu O.Preda proposed a scheme of digital watermarking based on wavelet packets for copyright
protection of digital image.[1] In this approach they have worked on different details of scale in which they have
decomposed the original digital image. And different level of detail embed the binary image taken as
watermark. As a result of computation using this approach on the digital image, they witnessed that there is a
minimal degradation to the original image and provide robustness.

Jen-Sheng Tsai et al. [2] have discussed feature based algorithm of the digital watermarking for digital content
authentication and copyright protection. They have extracted the characteristic region of the original obtained
from the grayscale watermark image in which watermark has to be embedded, by using Hessian-Affine feature
detector. Then after the extraction of the characteristic region in the original image, copyright watermark is
embedded into the characteristic regions detected by the Hessian Affine feature detector. By using block wise
fragile watermarking technique in the remaining portion of the original image authentication can be obtained.
The result of method discussed above showed that proposed watermarking algorithm can resist most attacks.
Beside this, since the fragile watermark was not the part of the characteristic region, accuracy of location for
content authentication is affected.

N. Nagamalleswara Rao et al. [3] have proposed copyrights protection of digital images with the help of
biometrics and digital watermarking. In this approach minor points from the fingerprints of the first owner of the
digital image has been extracted and then these minutiae points are shuffled and group together as vector. The
single values obtained after the computation of SVD of the vector, is embedded into the original image. In DCT -
SVD domain watermark embedding and extraction process is done. They uncovered that in the case of
ownership dispute, the particular value of coordinates of minutiae act as proof.

Neha Bansal et al [21] have compared various watermarking techniques and concluded that DCT transform is
best suited algorithm for digital watermarking among the rest algorithms namely LSB.

Kaushik Deb et al. [19] have proposed the combined DWT and DCT based digital watermarking for copyright
protection of digital image. Scalability and compression is achieved by using DWT and DCT respectively. This
algorithm preserves the higher quality of original image and robustness under several attacks which includes
image processing, JPEG compression and so on.

Ming-Chiang Hu et al. [13] have proposed two phase digital watermarking methodology for securing copyright
of the digital image. By this we are able to extract both gray scale as well as binary watermark image from the
protected image. In the first step pixel values of the initial input image is operated upon to construct grayscale
watermark. In this approach binary watermark can be obtained from the grayscale watermark permuted in the
prior stage. They concluded that their approach is best among the present proposed methods, as it satisfies all
the attributes like robustness and security.

Lu et al. [14] proposed algorithm based on mean-removed vector quantization to tackle prevailing issues such as
in the field of copyright protection and authentication of digital image using digital watermarking.

M.A. Dorairangaswamy and B. Padhmavathi [6] presented blind watermarking scheme to secure copyright of

digital image. In this approach they have embedded binary watermark image in the original input digital image.
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In watermark extraction they don’t need the original image, and thus they named their proposed scheme as a

‘blind” approach.

V.CONCLUSION

The fast growing networks of computers and specifically, the whole new era of internet has revolutionized the
means of communication. The tremendous growth in the field of Information and Communication Technology
has resulted in the change in the pattern in which data used to be stored earlier. Beside the advantage it provides
over analog data, it has the threat of being altered and easily manipulated. In this paper concept of digital
watermarking along with the attributes and algorithm of digital watermarking has been discussed. The paper
gives the description of the application of digital watermarking for copyright protection of digital images.
Spatial domain algorithms for data hiding are simple but are prone to attacks and unauthorized access. Whereas
transform domain algorithms overcome the limitation of spatial domain and offer robustness. DCT is the
algorithm which is mostly preferred over the rest of the algorithms like LSB and provide compression without
much degradation in the original content. The scalability corresponds to the DWT. And when the characteristics
of both DWT and DCT combines, it sustain robustness and high quality image even after several attacks. The
motivation for the future work is to propose a new algorithm to protect copyright of medical images and look

forward in a future where medical images can be protected against alterations and attacks.
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